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Information ,
Warfare

,.j.:2....‘F .

and information systems while Jeveraging  and.:. pr&$ing>>..K,:: ”our information aGd information syste~~~~,.~,~'

:.. .:::‘:, .;x‘i: .,. .:;i... . . . :::.:.::.: j;,.>

12m411995 039

Actions taken tö achieve information superiority in 
support of national military strategy by affecting adversaiyinformation 

information leveraging       prptecling 
information       information systemsli 



Director  DISA:
. . . . ‘,I.,,‘....

.;’ ,.:,(.” : “’,.: ,I ‘:’

.,. ,_.. $2: :.,.::y..>.::{>Z..&‘? ,.,.  ;:jx:..: .::::-.:i:.  ,:.:..  .;:, ,$.:.:.:. ,.>. ,:;i’
;, : :::. DMl?D’I$i  8, September 1992

E;.  ‘. ;:.... ,A
j “.‘..:.>:  ?> .>:..:,::;::

will “in consultatioq~  with the Directors of the DIA ‘&n&j$~~,  p~~~id~~~~chno,ogy  and

services to ens&the availability,  reliability  and ma/-ntainability,  @t&&, and security of.
Defense Information,  commensurate  $jith its intend&  use.” r. ,$,Szzz’ sg..:::...:._:z, .I::: . . . . :.::;:. j:;.,A ,,,,., I. .>: :.. ,....  “..

;Q
I.‘.:.>  ,....  ::

:.:.,;:j
DODD 8000.1 Defensejjlnfprmation  Management  ProgqGGF&tober  27, 1 gg2,,:$ .I’? ..’.:.: . . 1..,.:+.  :::y ‘3.

_,.jiji :.:,:. ,:;j:.

will “ensure the DII contai@ adequate  protectic$ aiainst attack.”
‘:::.

‘. lil
,. x’ :i:

..j.: :‘;
.,., ..::i:..;. . . ..,., >:.::i$::. ,,:: !,.:.:.:‘: v., :, .:;:-. . ., ,.,:,  i$.>y.. . . . . “‘..:: ..: ,;j

.,.:.:,: ::;:
,. ..

.::...:. Ij. . . . .,_ :.:...:.:.
,,j:j,. .::

. . . . .

DODD TS 3600.1,  Information Warfare, “i!@cember$, 1992.y.. _.:.:::..,.:...,;::::.

will “assess the vulner&ilities of . . . defense  information systems” and to “maintain procedures
to ensure a capability to respond to identified  threats and assessed vulnerabilities

* CJCS MOP 30, Command and Control Warfare, 8 March  1993
c

. .

12/04/1995
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DISA's IW-D Responsibilities 

will "ensure that DISÄ Architectures consider EW, ECCM, C3CM" 
DODD 3222.4 EledronWVVärf̂ i-etEW) and 

Command, Control, Communications Countermeasures*; July 31, 1992 

is the "Central Ma     er" of the DM r V 

provide technology 
maintainability, 



DlSA’s Assigned IDoD Agent I
IW-D Responsibilities

,, y ... . . . . .(... : : ,. ,.:....:

DISA's 

so Army) 

Technical Standards 
Training and Courseware 
DoD Computer Emergency Response 
DoD MLS Program 
Goal Security Architecture V' 
Security Architecture and Engineering Support 
Standardized Certification and Accreditation Policy 
Lead Security Qfficer Progräm 
DoD Open IW Contract Vehicles 
Security Product Requirements and Development 
DoD IW-D Management Planning and Management 
DU Protection (IW-D Operations) 

12/04/1995 041 



i:..
.:::..
. ..L
:,j::

.:: : :.,
..: 

:.-
n

-

cnE
x
s

Defense Information 
Infrastructure 

12/04/1995 



0: ;... ,,$
:j, .I ,.,

‘..  ..:.:.:.:.;.:.>> .:+.:y
.:: ‘_

:, .:.
‘:!

..::>,c::
,,,,::f$::

.:::: + ..:: ::.“’. . . ,.z:::. / . .

DISA FACTS: 
MEGACENTER COMPUTERS 

Computers in DISA megacenters 
qceupy ipprqximately 14 acre§#of 

computer rooms or the space of over 
"„13fodtball fieldsfCj 

12/04/1995 
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DISA FACTS: 
MEGACENTER DATA 

ata in DISA meg^centers could fill 
over1,000,000 five drawerfije 

cabinets or ov§r 50,000 average 
sized persöa^l computers. 

12/04/1995 044 
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DISA FACTS: 
MANAGED SATELLITES 

ISA managed 
satellites rpove more 

jnfofmatipn in a 
single day than a 

stack of bqplcs 681 
miles high / 

r\ » r* 
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I 
DIGITAL NETWO *KS 

DISA Digital Networks could c 
the globe 400 times or go to* 

n apdi>ack21 time! 

*cle 

046 i 
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DISA FACTS:
EFENS:E MESSAGING SYSTEM

DISA 
DEFENSE 

DISA's DMS servesfftiore tisers than 
the entire population of North and 

South Dakota or Maine or Denver or 
NeW Orleans. 

12/04/1995 047 
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The Defense Information 1

: ‘.

computers, software, ‘--Y :,::3databases, a~~lication~.ic$f’
r -

and other capabilities tha
meets the ‘i’&imation ..:.::.:.:  ::::,: i.
processing and transport. .
needs of DoD.userS in:.>
peace  and in all G:&es,

.,., .,‘;:I::

conflict, humanitarian,:j:
support, and v&time role... . .

12/04/1995 04.9

The Defense Information 
Infrastructure 

A seamless web of 
communications networks. 

software, 
databases, applications.1 * 

capabilities      t 
information 

DoD users 



The DII
tructure View

WEAPONS  SYSTEMS

.:
‘/ \,Y :- ,:.i

j ~SATELLITES
.,:::>  ::...::::

i. ,.:...:  :+:.  .a..::y ..,.:>.:$

COMPUTERS

VIDEO SYSTEMS

WEPHONES

NETWORK  SWITCHES

050(I II

MISCELLANEOUS,  FAX,
MODEMS,  PAGERS,  ET 1’

EII

.

I

an Infrastructure 

12/04/1995 i 



to DOD Networks
i. :,.,  :.:’  j:...:.:::x . . . . . . ..A..‘..: ‘.:

I/ ”
Foreign! Nations  May -
Conduct  Computer
Exploitation

Data lntelli&r;e
Corruption ~~~~~~~~~ c

12/04/1995 051

Threats 

THREATS 

Non-Government Threats (Hackers, 
Terrorists, Organized Crime) 

JIJP 
J—t-**         1 

U"**;^**'^^S^K5*JJJ ^F^f 
Navy 

?Ej2jvjJ[2E EESSS^ 

Arm^sJ^ 

VVSIIVsVsUVSI I 

ivicttiuuus:.   ueniai or 
doftware \ Service 

Defense Agencies 
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DU   Threats 

THEFT OF SERVICE 

MALICIOUS CODE 
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DESTRUCTION 

052 ( 

FINANCIAL GAIN 

JAMMING 
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Intruder Technical

Knowledge
i....‘ ..:‘. : . . . . .

. . :.
,.::::::::. ‘::..: ..I ‘..., ,:.:‘.,,:.... ::...._. . .,,$,?:::1.. . . . . . . . :..:.: . ...’.;.> . . .:j:

T~:o~fg!*
. . :::: s&ala ”: .j:c ,.., ,,::;#;~‘:::’  ji?. . .. . .

..:.
.::

high ,‘:I~:: ~:: .~,
..:.

:I_ ::,, ::,::i

TechnicA

Knowledge

l

Required

exploiting  known
(. . .

,: vulnerabilities
self replicating i , *

I

password
.... ..‘guessing,;:::..

i.:3,,, ,.,.::  I:F::z:::(...  Aaa c ke rs..;:$.;. :. :., .:\ ,.,_, ::>_.. ., .:;..::::

12/04/1995 053

:<r;***;^ 

Technical 
Ige 
i 

sweepers 

back doors 

diagnostics 
sniffers 

^ hijacking 
sessions 

low    1980 1985 1990 1995 
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Reported Security: -., Incidents*

20,000

I

: ::..:::,‘:::-.:::>.::$ .::::-
.f j: ,,,:,:
,:I

15,000 : .. (Estimated).A..:::.
,:; 4. ..A..‘I,. ..: ‘?“”,F&ctual:.:...,:::,,_::c,.:j:.:... . .:j:,::I::..>:..:.:::.y:.,.  _:F

1996 1997 1998 1999 2000

,

I

I

.::;y

“.. i

..::j..

25,000 

10,000 

5,000 

0 

* An incident is any event in which a cornputer system is attacked, 

intruded into, or threatened with an attach or" intrusion. 

.3 1/2 Years of Data 
• Doubling Each Year   f 

• Only 1 in 500 Incidents Reported 

Projected! 

1992    1993    1994    1995 

71 

12/04/1995 ^ÜS i 054 1 



Approach To The Threat..:
..: .: ,,

:

. Shrinking  bidget

l Cotisolidating  of C6D’s
..y::. . . . / ..(

.:
information  infra$trticture

to buy abstilute  -.::.
:;;p ,.:. .::.

.::ij ,.$ protection  ” ‘:::.,.z:
.::::._,:.:.: ..: ,,:::;:r

l Know your ,,,, ,,:J~lncreased re[i&& on
. )c;now~~tir  ‘;j

. . . . . . . . . . ..,.,
:$-

,.;:;:
vulnerabilities  anti; Commercial  Products vulnerabilities,  Qperate

operate no systeti.... with them, but manage

with . Increased reliance on them

vulnerabilities
Commercial  Service
Providers

12/04/1995 oss

Yesteraa i uujay 

. Tempest Prograrn    , 

. Physical Isolktiph    . Worldwide pursuit for 
• Certified Products     Jinivereal connectivity 

Consolidating 
infrastructure 

is technologically 
impossible 

• Financially impossible 

increased Knowyoür 
vulnerabilities, 
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Information Warfar 

/the 
New-""*  
Battleground 

05G 



DISA IW Mission
..:

:,‘:, ‘. : ,.  . . . :,.:: ,,::::::w,:::g ,.::):,..,. . . . . . . . ,/)i.:.:: :....

“...AS CENTRAL MANA,G:e;k:

12/04/l  99s WI7

DISA 

"•?>^ ■&'o5i'^" ^zs 

CENTRAL MANAGER FOR THEM, 

SHALL ENSURE THE DU CONTAINS 

ADEQUATE PROTECTION AGAINST ATTACK. ii 

DOD D  3600.1 



Information Warfare
Cyberspace

.:+..:x:..+-”
agf&gate Of
reso”~~&/p~..:,,,:: ~~~:.:.:.:.::.:.x.:.::::: ::::.::y..  .:+I.. .z .:? :>;. . :.;>. . ...:::.. :j:i : ;:$. . . . ,,::::i.“’ ) 1:. .:.:..

Cyberspace,: is a virtual 5th dimension charactg&eb by:. . ..::;. ,. ::’ ..: :

e electronic environment formed by the aggregate 
global computing arid telecommunications resources, 

Cyberspace characterized 
no geographic, national, or temporal boundaries 

no ownership, laws, or identity cards \\ 

12/04/1995 058 
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Information Warfare 4
A New Realit

,.:.: :::.,:-.,. . . :... . ,.:.:I:. . .A-
: ,.:. ,.,.:.:. . . . .::j? .: _...  :... . . . . . . ..A...:’ ,Jy.‘~ ‘.’j. 7.7 (,~::; $( .C .:....:::: :::.:c. . .The DII will,~be the battlefield”

. . . ,:: ,L. ..j:j “”,::,: ,.: . . . .,. .8’ 0 ,.,, .2: .,:: ly.:.’ . . . . .. ..j..: .,.. :;:: .( ,,.<;::’. . .:j:::  ..:.  . .:, .:;:- The wo;,d knowS::crti;e are,,,,depend~~~~:~n :

,i.. ..:.:.j:l:: :: “’ ,.. ‘:. .:.2, .$j ,~~::$A:: “‘<, .::y.
information for our safe b~~~~~,~  .81,,,,,,,

/ :j: ,,... ., .:_:. :p ,.i:. ‘:.>:,:.:,:,‘.“~  \ ..:.:.::y ‘i. .;& :;,: I.:::’ :<:
j, .,.,:,:  :;:: “: ”- Adversaries,already,  hare attaci< ,,:,,:  ~:~~,,biliti~s

;g . ...:..i. . . . .
) Open ‘,ite~~ture has ~~~mp,es

.. . .
,:.:,,~~

,:::i’: .>:..:.>) High schoo, studezis ha”e suc~~~d$d ~:~

,.:.i:j ..:::>:,::.>:‘:. ..‘.I’iy’.;i.::
- Low cost/high payoff.

12/04/l  995

- Strategic. advantage for low tech armies
#%$I

Real it 

Defense information is a taraet 
wi 11 be battlefield 

world knows we are dependent on 
information style of war 

succeeded 
cost/high payoff 

Strategic advantage 

Adversaries already have attack capabilities 
Open literature 

school students 



DISA W-D / INFOSEC
,,xr FUNCTIONAL RESPONSIBILITIES

.A...... . . . ::....
: ..,

..,

DISA INFOSEC
training
programs

PMOs:
Dll
EC/ED1
GCCS
DMS
DISN

DISA INFOSEC/I&V-D program
management i ,:;i;:

’Policy i
Plans

‘.‘.‘...‘.‘.....“.~.........~
..i;.:..;.l’:

Resources’ >:I.: :.,.:.:
Execution

..:...:::::.i :c-‘. . . . . . . . .
Coordination .$

GCCIRCC security maniiigement:.. :i
operations .,..::..  .::.>

_.I3;.. ‘j .,. :.:
‘. ‘L” ,

: ,,:.: .;::.:  :::: .:.. iii::: Strategic ptans..:,..X
Securityj  engineering  .$ Secure business iW-0 modeling

(3.”
.$ 6:‘: syste*

.:: & ~....&i.:.. ,.:::I ., and simulation
NV-D impact

assessments

..:...

.:>:

. . .
+

..:::y

.::::,
.,.:;:.

;

lilo4/199  ,,,4

ASSISTNAAPF
..:..:I’;:.::.:.:.;. .:,

. . . . . . .,
Training
Security and

Certification
L

4iI, 3

Security architecture
and engineering

Security product
integration

INFOSEC standards
MLS

. cI811

NCS 
<TOiTO™**mro*̂TO^,f,x  ̂

NCC 

INFOSEC 
FUNCTIONAL RESPONSIBILITIES 

DIRECTOR 

DISA INFOS|c policy 
Accreditation of all DISA systems 

and networks 

D1 
Ŝ SSM 

D2 
■̂ ™m^mm^j^̂  

D3 
t"̂ ~':-"j- 

D5 D6 D7 D8 

WESTHEM 
MBB»M»»«»»»I 
CC operations 

DMC operations 

CISS 
.KSAS«: merits 

Security product 
integration testing 



“I

Security for the Dll provided
thru a BALANCE of:

:::

,[ L

,.i:j
.: 2.

,i:i’ ::,;.. :::j
..::::,: ‘: :j;  ::::

. . . . ..x .:: ::::
g.’ _.:.:.. ,.:::::

..:. .:..
. . . . . .

RFACTiON<!  Operatfbna,,y R

:::.>+(. . . . .
‘.:

‘h .:.‘:.. X:::..::
F.AC:J- to ,.i.:::: ,..:p,.:,y

attacks tO either defeat them or maintain
service

provided 

PROTEGTIQN: PROTECT criticalp^ 
networks, systems fnd facilities 

DETECTION: DEf ECT>at|aclss upon the 
DM quickly enough to enablf operational 
reactions    / 

REACTION! Operationally    EÄCT 

12/04/1995 061 



. Only hacker tools
from internet

. Only known
vulnerabilities

. Only vulnerabilities
covered by prior
alerts

Red Team Assessment of DoD 
Security Mechanisms 

12/05/19 < oC 
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Historical Roles.’
:.

:,: .::.

,.::::.

:,. .,.;j

..:.::::

. . . .( ,;.A..

,, ,...(.. :‘.. :,I... ,:.
:‘.

:. ::.

Certification ..: ,,:i:.., ‘.,.2,Encryption .,c” ““’
:.:...:::..:::‘.Passwords 11...,,A

System Isolation

.g:i.::::
gc
:: :

,.::,:. . :..:. :..

.:: . . .,jj ::;,. :j..,.,, ::j:,,::::.:  :::+::‘: Fault Is&tion/
..;:i:r;::,  .:; :.. .;::

Repair + ,,$,s”

Performance Balancing
Backup and Recovery

12/04ll995
063

React 

Encryption 
Isolation 
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Risk Management Philosophy for

12/04/1995 065

Security of the DU 

Absolute protection «of the entire i 
Defense Information Infrastructure 
(DM) is neither technically nor 
financially achievable; Some number 
of attacks ujion the Oil will succeed. 
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PROTECTION Program 

Secure critical baekbone^Ömmunictions network 
(DISN) and connection to it 

Secure critical military applications: 
Global Command        Control §yst#m 
Defense Messaginincj System 
Business processes (finanqe.jmedical, logistics, personnel) 

Secure CriticalprOCeSSing Centers (Defense Megacenters) 

equip system administrators 
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measure DILvülnerabili attack 

Develop hl detection 

ecjuip security personnel lor attack 
detection 
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Secure the Network
frastructure/Connectivit

l OCONUSyLinks
..:,.:: i.: ‘...j :

. NIPRNEJ- ” ,?: ”,.:I’. ...>.,::j:.. SlpRNET ,,;j)’
..:.: j.,. ...!,. . . . . . . ...:..,. :: ’I::.::::

,a JWICS Infra6tructure
Rocurc  FORTEZZAt  Carda
and CmifmIim  Authority
W~rkstatiom  (CAWs)

F’rocun  PCMCIA Card
RCNkta

&+ ..,+..;::.!i

Secure 
Infrastructure/Connectivit 

DISN 

CONUS/DISN Backbone 

OCONUSLinks 

NIPRNET 

SIPRNET 

JWICS Infrastructure 

Task Number 2.1 

- Procure Hlgh-spead '-~r 

FY%: I FY9^ FY98 FV99 FYOO FY01 

Encryptor» «nd Hardwire/ 
Software to Secure Network 
Management Centers 

Procure Secure Network 
Serven(SN8) 

DISN CoBapses to Single 
Network; 

firoctfre FORTEZZA Card« 
and Certification Authority 
Workstations (CAW») 
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Secure the Applications
Global Command and Control
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SECDEF
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Secure the Applications

.::,..

. MLS into:-GCCS:j‘:: .:.; ,t....:.:,‘.. ::: .: ~: .A’ .,.....: ..:.. .

. . . . . . . . . .

. . . . ,.‘.. . .-

Task  Number  4.1 '9: :: )-.Y% FY97 FY99 Moo FYOI'$ FYqrBj. . . ::.>:.:.:, i.:..:.:. ..i.  :..:. :R- mid lNldl Muhi- ';: ,.;:f :,.:.::::.. . .Level  scuuiiy  (MLS) .,...
;.;: ,_ '.:

Wwkrlrtionn.  Td
::; . . ::::  ..

i :. .,, ‘.’ \: :

opding  systems  and
,:. :p ii, \

./z: ..:$
.:c. . . . : ..I 1; 0

TN.&S- ..::> : ..:v  ,i:::
.,....:::.A.. ,j;::

“’ .>>
.,_.,_  :::: ‘:: ’ ” I

.il’ ., . ‘.‘. .::;;: .,.
.,.

R- and lllstdl  hgay
..: “‘...f>. ., ,.:::A ..“..
::: . . . . . . . . :::.

Guard  and G’323KCCS.T
jr;, ,:::, :..
.:i i, ::

,.::::.. :::
Guard

,. .:.. . . . . . .: i:
;I :.
.:: ;::. ‘1,

..,(, ..j:::.,..6:: ‘X.

Rocurc and Install  GCCS ”.;.:
:::

:>:.. ;:;

lntdligcnce  Wot+atalion
,p ::a..>>.  ..,... .:::.

/ ,,:;,::.y,, ,~ . . . . . . . . . . ..:, .:.:...:::.:..  ..: A;,,:,,

POIlGCCSMLSSOlIW~CtO

HPwc38ia&ns . ...-..,.::::

0 & M for Fickkd  Systoru

and Upgdiig  IO New

TCChdOgy

12/04/l  995
073

intoGCCS 
^£^—^—»_ ii »*   .. —^^^ 



”

.” :
::

: : .:!

.:

_: j:
..:

::

l APls for Bkiness
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Task Number 4.3..:.:  >: :,
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DMS  lmpkmentation :,..: :.
(Sensitive  but Unclassified) :j;i
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ii.

DMS lmplcmentation ,_j:  I::.._,. 2:.
(Unclassified  to Secret) .;.::.. . . ..:.:

:;;  5
,,.;.: :’

DMS
..:... .’. . . .

“’(Inttim Top SecretBCI)
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Autodin  Phase Out
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&II Multi-Level  Secure
Operations

.:I:: ::> :. . . . .,,::;::“.. . . . . . . A

Secure the Applications 

Examples 

Business Systems 

■ the UMS Phasing depicted above n Based on the ÜMH Migrahon Strategy «a ol 18 October I"9> and 13 under  
conlrol of the DMS PMO   It is provided as a part or this INFOSEC Plan for information purposes   The Join» Start 
approves/diaapprovej shutdown of individual AUTOD1N Switching Centers (ASCs) on a yearly basis. 
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Secure the Defense(2’ Megacenters
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Operate and Manage 
a Secure Dll 
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GLOBAL CONTROL 
CENTER 

REGIONAL CONTROL 
CENTER 
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Goal of Global/Regional 
Control Centers 

Significant"imprövement/in military readiness and 
war fighting capability by: 

availability of informationfseh/ices by 
prevepting or operationally peaetfng to 
common information system attacks 

Ensuring       confidentiality       integrity 
communications1 and businesses 
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Strategie Objectives 

Assured Information Service to CINCs 

Battlespace 
Warfighter] 
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Integratio 
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;NSA Support) 
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Center Connections

Command and

National SIGINT Operations Center \ ,.’ /
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/National Military 

Worldwide Warning 
Indicator Monitoring 
System (DIA SUDPOII) 
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Proactive detection and reaction 

Operational Modes 

Control 
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A Functional View 
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Operating Modes
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Operating Modes 
Crisis Operation* 

Red = Detection 

Green = Reporting 
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Incident Response (DOD, National, International)
F189

GCC/RCC 

Vulnerability Detection {Continual VAAP) 

Attack Recognition (ÄMIQS) 

Prioritized Responses (AIMS).. 

Customer Support (BBSs/Alerts/TobJsj 

Support Team 

Wargames       Exercises 

Incident Response (DoD, National, International) 
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Information .Warfare
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